Kiém soat quyén cia tmg dung dugc phép truy cép
vao h¢ théng, gidm s4t va phan loai tmg dung
Kiém soat theo cong nghé truyén d lidu (3 cimg,
thiét bi luu trit gén ngoai, may in, 4 dia CD/DVD,

)
Kiém so4t thiét bj ngoai vi (Device C6 che d¢ chan thiét bi két ndi vao may tinh theo
Control) lich hodc tily chon

Tu dong do quét thi€t bi luu trit ngoai vi dé im
kiém ma ddc ngay khi dugc chm vao mdy tinh

Kha ning tao danh sach tring dya trén sb serial
Thiét lap chinh sach han ché truy cap web, ngan
chan viée truy cap cac trang web khong mong
mubn, website doc hai hoic lira déo, kidm soat viée
truy cdp theo danh myc website, theo loai dit liéu
hodc dia chi web chi dinh;

Béo cdo vé tt ca cac hoat dong truy cdp web cia
ngudi dung trén may tinh

Kiém soat truy cap web (Web
Control)

2. Yéu cdu chung doi véi cde nha théu:
* Trién khai va hd tro bao tri
- Trién khai giai phap, cai dat, cAu hinh t&i wu san phim trén hé thong may tram, mdy cha
thyc hién ngoai gio hanh chanh § giv dén 16 gio.
- Béo tri, hd trg 12 thang thoi gian 24/7.

3.Néi dung can bdo gia:
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Ban quyén chuong
trinh diét virus cho
may cha Sever — thoi
han 1 nim

Ban quyén chuong
trinh diét virus cho
may tram — thoi han 1
nam

Tong cong

(Bao Gom VAT va cac chi phi theo quy dinh)

License 20

License 270




phan mém antivirus tir xa ngoai trir c4c may cha
uan tri;

Quét cac tep tin khi nguoi dung truy cap tmg dung,
khi tai xudng tir internet hoéc trong qua trinh stra
doi tép. Cong nghé quét téi wu, chi quét céc file
méi va céc file da thay d6i so véi 1an quét trude
Cap nhét cac dau hiéu nhén dién ma ddc (Domain,
IP, hash,...) trén h¢ théng quan trj

C6 thé tily chinh quét sdu, quét nhanh, quét khu
vuc quan trong, quét toan by mdy tinh, quét system
memory, quét boot sector, quét dbi tuong duoc tai
khi khéi dong OS, quét OS backup

Cong ngh¢ phét hién cdc trang web va email lira
dao

C6 kha ning phuc hdi (restore) trang thai ban dau
clia céc tap tin bj phan mém ddc hai can thi¢p ma
hoa

Cdng nghé bao vé cac thu muc chia sé khoi
ransomware

Kha néng bao vé nang cao bang cong
ngh¢ phén tich hanh vi va dién toan
dam may

Co cong nghé phén tich hanh vi véi kha nﬁng nhéan
dién virus dya trén viéc phan tich hanh vi cia déi
tuong (thay vi chi dua vao co s dit lidu update)

Cé cong nghé ki€m soat sy bat thuong, giam sat va

chén cac hanh d(‘)ng déng ng khong phai 1a dién
hinh cua céc mdy tinh trong mang cua cong ty, sir
dung mot tap hop céc quy tic dé theo dsi hanh vi
bat thudng. Cong nghé phai c6 kha ning hoat dong
& ché do training mode hodc real time

Ngoai vigc bao v€ dua trén co s& dit liéu update,
phin mém phai c6 cong ngh¢ bao mat dam may
voi kha ning két ndi thuong xuyén véi co s& dir
li¢u dién todn ddm mdy cua héng dé c4p nhit cac
mbi de doa nguy hlem m&i nhét (méc du chuong
| trinh chua kip két ndi may cha dé update)

Cong ngh¢ bao mat dam may phai c6 kha nang xir
ly cac moi nguy hiém méi nhét va dang bung phat,
duogc tao thanh tir hang trigu ngudi dung phan mém
antivirus trén toan thé gisi d& dam bao tinh toan
cdu va phd bién

Kiém soat ung dung (Application
Control)

Quan ly ing dung dugc khoi chay, ngan chin cac
tng dung khong mong mudn

Tu ddng phén loai cac ing dung cai dat trén may
tinh vao cac nhém: Tin tucmg, Han ché thap, han
ché cao, khong tin tudng. Mai nhém c6 quyeén truy
céip vao hé thong khéc nhau
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HO trg xac thuc 2 yéu t6 (Two-factor
Authentication) dé tdng cuérng bdo mét

Quan ly théng tin tren may chi/may tram/thiét bj
théng minh bao gdm céc théng tin sau:

- Dia chi IP, MAC, Tén méy, Hc didu hanh, Thoi
gian c4p nhat gén nhit ciia Hé didu hanh trén may
chi/may tram;

- Trang thai két n6i &én may chu quan tri;

- Thong tin ban va trén méy chi/may tram;

- Trang thai c4p nhét théng tin tir may chu quan
tri;

- Chinh séch dugc thiét 14p va céc vi pham trén
agent.

C6 kha néng diéu khién agent ti thidu bao gdm
céc chure ndng sau:

- Cho phép phan tich, x6a, stra tép tin lay nhidm
ma doc trén may chu/may tram/thiét bj thong
minh;

- Cho phép diéu khién thay déi céc chinh sich phat
hi¢n, ngan chin ma ddc trén céc agent;

Tinh nang béo cdo, thong ké:

- Hién thi thong tin bao cdo trén Dashboard

- Bdo cdo ve qua trinh hoat djng cua tit ca cac
thanh phan bao vé va phai dugc phén loai theo
mirc d§ quan trong

- Cho phép ap dung cac quy tic tim kiém thdng tin,
dir ligu log dé thém, loc, tinh chinh ndi dung cho
bao céo;

- Cho phép lya chon dinh dang tép tin bao cdo
Xuit ra dap img tdi thiéu 02 trong cac dinh dang
sau: EXCEL, PDF, HTML,..

Phan mém quan tri tap trung pha1 c6 chinh sach
bao v¢ linh hoat khi c6 su bung phat ctia phdn mém
ddc hai, ty dong thay ddi pollcy dé nang muc d6
bao vé cao hon khi phat hién s6 lugng virus bung
phat trong mot khoang thdi gian chi dinh cu thé

Kha nang ty dong move cac may tinh méi vao
group theo cac diéu kién ddt ra va ty dong deploy
phan mém antivirus dén cac may tinh méi trong

group

Tuong thich véi céc hé thong SIEM Syslog

Tinh nﬁnj bao v¢ cho may tram:

Phan mém c6 kha nang bao vé cho
cac hé diéu hanh

HO0 trg bao vé may tram trén cac nén tang hé didu
hanh: Windows 7 SP1, 8, 10, 11, Mac, Mobile

Tinh niing phong chéng ma doc

Cong nghé¢ Real-time protection, bao vé theo thoi
ian thuc

Khong cho phan mém doc hai v6 hiéu héa
antivirus; dat mat khau dé bao v¢ chuong trinh;
khong cho phép bat ky thiét bi nao khéc didu khién




C6 ché d6 chan thiét bi két ndi vao mady tinh theo
lich hodc tuy chon

Ty dong do quét thiét bj luu trlt ngoai vi dé tim
kiém ma doc ngay khi dugc cim vao may tinh.

Kha ning tao danh sach tré’mg dua trén s serial

Kiém soat truy cdp web (Web
Control)

Thiét lap chinh sach han ché truy cép web, ngéin
chidn viéc truy cdp céc trang web khong mong
mudn, website ddc hai hodc lira ddo, kiém soét viee
truy cdp theo danh myc website, theo loai dit liéu
hoéc dia chi web chi dinh.

Bdo cdo vé tit ca cac hoat dgng truy cép web cua
ngudi dung trén mdy tinh

Cép nhat ban va

Quan ly, cai dit 16 hong bao mét va ban v4 10i tap
trung cuia cic phan mém va hé diéu hanh

Ty dong discovery, xnventory, notification va
tracking tat ca cac phdn mém va phin cimg.

M3 ma hoa dix liéu

Quan ly ma héa 6 dia BitLocker

Source cai dt tich hop vao phan mém antivirus,
khong cén mot phan mém mi héa riéng biét va
dugc quan ly qua cong cu quan trj tap trung duy
nhét.

1L

YEU CAU TiNH NANG CHO MAY TRAM

Tinh ning quén ly tip trung

Phén mém quan tri dugc cai dat trén may chu quan
tri tai doanh nghi¢p (on premise);

Hb trg cai dat phan mém quan trj (Security Center)
trén cdc nén tang hé didu hanh:

- Windows: Windows Server 2016, 2019, 2022,..

- H¢ diéu hanh Linux;

Phan quyén quan trj endpomt theo don vi;
Endpoint tai don vj sé& giao tiép voi mady chu dit tai
don vi dé nhén chinh sach, Tac vu,

Tuy chinh tap trung “Policy” theo chmh sach cua
doanh nghi¢p. Policy s& 4p dung theo ting Group
may tinh chi dinh va ¢ tic dung ngay 14p tirc dén
timg mdy tram nim trong Group . Ngudi ding
khoéng c6 quyén thay doi céc thiét 1ap (ngoai trir
trucmg hop duge cép quyén)

HG trg tao “Out-of-office policy” d@é ap dung 2
chinh séch khéc nhau danh cho mét may tinh (khi
nhén vién ¢ van phong va khi nhén vién & ngoai
van phong)

Phan mém quan trj tap trung c6 kha ning phat hlen
cac 16 hong bao mét ctia hé didu hanh va cac phan
mém cai dit trong h¢ thong

Quan ly phan mém, phin cimg: tu dong dlscovery,
mventory, notification va tracking tit ca cac phan
mém va phén cung
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Cung cép kha nang hién thj rd rang hon vé céc doi
teong doc hai bang “thé sy ¢6”, md ta chi tiét qua
trinh lay nhiém, véi duong 1y lan coa d6i tuo'ng,
liét ké céc dir liéu dugc thu thip trong thé su co
nhu: registry, file drop, network

Xem toan by pham vi cua bat ky mbi de doa nao.
Hiéu nguyén nhan gbe ré cua m01 de doa va céch
né thue sy xay ra. Tim ra dot tdn cong bit dau tir
d4u? khi nao? méi de doa nay ¢6 con dang 4 én nép
& dau? dé loai bo céc goc ré clia cudc tin cong do
HO trg kha nang truy van thong tin mé ryng ve d6i
tuong nguy hiém trén Threat Intelligence Portal
cua hang

- Phan héi véi thiét bi dau cubi khi phat hi¢n ma
doc tan cong: - Pua ra cic phan u'ng nhanh véi céc
moi de doa phic tap, tinh vi, dang an ndp trudc khi
chung gdy ra cac thiét hai; - Cd l4p céc thiét bi dau
cudi bi nhiém ma ddc ra khoi mang; - Ty dong
cach ly cac tép tin doc hai dang 4n nép, lay lan
khép hé théng mang;.

C6 kha nang tao chi ddu xa4m nhép IOC tir c4c dir
li¢u thu thap dugce

Co kha ning quét chi ddu IOC trong toan bd hé
thdng, chon cac hanh dong s€ dugc thuc hlen khi
quét IOC phét hién ra déi tuong nguy hiém: c6 lap
mdy tinh khoi mang, chay quét cac khu virc quan
trong trén mdy tinh, tao ban sao dén ving cach ly
va x6a dbi tugng.

C06 kha néng dua ra céc phan tmg nhanh véi cac
méi de doa phec tap, tinh vi, dang 4n ndp trude khi
chiing géy ra cac thiét hai khac (sau khi da diéu
tra): prevent, isolate, Move to Quarantine. ..

Ngan khong cho tap tin ddc hai chay va lay lan
khép mang trong hodc sau qua trinh diéu tra

Tu dong céach ly cac tap tin lién quan dén cac m01
de doa tinh vi dang 4n nép trén tét ca c4c didm cudi
Kha nang ra 1énh c6 14p cadc mdy bi nhiém ra khoi
mang. Hodc tao thao tac quét va c6 1ap cac may bj

nhiém néu chiing ¢6 céc chi diu xam nhép IoC chi
dinh

Kiém soat ung dung (Application
Control)

Quan ly tmg dung duoc khdi chay, ngan chin cac

tng dung khong mong mubn

Tw dong phan loai cic tmg dung cai dit trén may
tmh vao cac nhom: Tin tu'(mg, Han ché thap, han
ché cao, khong tin twéng. M&i nhém c6 quyén truy
cdp vao h¢ thong khac nhau

Kiém soat quyén cua tng dung dugc phép truy cap
vao hé théng, giam sat va phén loai tmg dung.

Kiém so4t thiét bi ngoai vi (Device
Control)

Kiém soét theo cong nghé¢ truyén dir liéu (6 cimg,
thiét bi luru trir gén ngoai, mdy in, 6 dia CD/DVD,

Exs)




Cép nhét cac dau hiéu nhén dién ma déc (Domain,
IP, hash,...) trén hé théng quan tri

C6 thé tuy chinh quét sdu, quét nhanh, quét khu
vyuc quan trong, quét toan bd may tinh, quét system
memory, quét boot sector, quét d6i tugng dugc tai
khi khoi dong OS, quét OS backup

Cong ngh¢ phét hién cac trang web va email lira
dao

C6 kha ning phuc hoi (restore) trang thai ban dau
cia céc tap tin bi phidn mém doc hai can thi¢p ma
hoa

Cong ngh¢ bao vé cac thu muc chia sé khoi
ransomware

Kha ning bao vé nang cao bing cong
nghg phén tich hanh vi va dién toan
dam may

C6 cdng ngh¢ phan tich hanh vi véi khé niing nhan
dién virus dya trén viéc phan tich hanh vi cua dbi
tuong (thay vi chi dya véo co s& dir liéu update)

Co cong nghé kiém so4t sy bat thuong, gidm sat va
ch@n céc hanh dong dang ngd khong phai la dién
hinh ctia cdc may tinh trong mang cua cong ty, sir
dung mét tdp hop céc quy tic dé theo doi hanh vi
bt thuong. Cong nghé phai c6 kha ning hoat dong
& ché do training mode hodc real time

Ngoai vigc bao v¢ dua trén co s& dit liéu update,
phan mém phai c6 cong nghé bao mat dam may
v6i kha ning két ndi thuong Xuyén vdi co s& dir
ligu dign todn ddm mdy cua hﬁng dé cap nhat céc
mdi de doa nguy hlem méi nhat (mé@c du chuong
trinh chua kip két ndi may chu dé update)

Cong nghe bao mat dam may hai ¢6 kha nang xir
ly cdc moi nguy hiém méi nhit va dang bung phat
dugc tao thanh tir hang trigu ngudi dung phan mém
antivirus trén toan thé gi6i dé dam bao tinh toan
céu va phd bién

HO trg Cloud Sandbox, cho phép phat hién cac méi
de doa nang cao trén mdy tinh. Cloud Sandbox
chay cac tdp tin trong mot moi truong cloud biét
lap dé xac dinh hanh dong doc hai néu co. Néu
Cloud Sandbox phat hién thdy méi nguy hai, phan
mém endpomt sé& thuc hién hanh d4ng thich hop dé
loai bo mdi de doa ndy trén tit ca cdc may tinh ma
tap tin nguy hiém dugc phét hién.

Tinh néng phat hi¢n va phan
hdi thiét bj ddu cubi (EDR)

Phét hi¢n sém céc nguy co :

- Phat hién tin cdng ciia ma doc da theo théng tin:
Domain, IP, hash,...;

- Gidm sat thoi gian thyc toan bd giao tiép vao va
ra may tinh thdng qua cac Port, dia chi IP, tmg
dung,..;

Phan tich cac hanh vi, hoat dong cua mé djc trong
hé¢ diéu hanh dé didu tra, xac dinh nguon goc cua
su lay nhiém;




- Chinh sach dugc thiét 14p va céc vi pham trén
agent.

C6 kha nang diéu khién agent t5i thiéu bao gdm
cac chirc ning sau:

- Cho phép phan tich, x6a, stra tép tin ldy nhiém
ma doc trén may chi/may tram/thiét bj thong
minh;

- Cho phép diéu khién thay dbi c4c chinh sach phat
hi¢n, ngén chin ma ddc trén céc agent;

Tinh néng béo céo, thong ké:
- Hién thi thong tin bdo cdo trén Dashboard
- Béo cdo vé qua trinh hoat déng cua tét ca céc
thanh phin béo vé va phai dugc phén loai theo
murc d§ quan trong

- Cho pheép &p dung céc quy tic tim kiém thdng tin,
dit liéu log dé thém, loc, tinh chinh ndi dung cho
béao céo;

- Cho phép lya chon dmh dang tép tin bao cdo
xuat ra dap tng tdi thiéu 02 trong céc dinh dang
sau: EXCEL, PDF, HTML,..

Phén mém quan tri tép trung phai ¢6 chinh sach
bao v¢ linh hoat khi c6 sy bung phat cta phin mém
doc hai, ty dong thay dbi pohcy dé nang muc do
bao v¢ cao hon khi phat hién s lugng virus bung
phat trong mdt khoang thdi gian chi dinh cy thé

Kha néng ty dong move cac may tinh mdi vao

group theo cac diéu kién dat ra va tu dqng deploy

phan mém antivirus dén céc may tinh m&i trong
roup

Tuwong thich v6i céc hé théng SIEM (QRadar,
ArcSight, Splunk, Syslog)

Cybersecurity for IT Online Training : khoa hoc
néng cao kha nang phat hién va xir 1y sy ¢b cho IT
online.

Tinh néing bdo vé cho Server:

Phin mém c6 kha nidng bao vé cho
cdc hé didu hanh

HJ trg béo vé may chu trén céc nén tang hé didu
hanh: Windows Server 2008 R2 SP1,2012, 2016,
2019, 2022,... va Linux

Tinh néng phong chéng ma doc

Cong ngh¢ Real-time protection, bao vé may chu
theo thoi gian thuc

Khéng cho phan mém dc hai v6 hi¢u hoa
antivirus; dit mat khau dé bao vé chuong trinh;
khong cho phép bt ky thiét bi nao khac didu khién
phan mém antivirus tir xa ngoai trir cdc may chu
quan tri;

Quét cac tep tin khi ngudi dung truy cap tmg dung,
khi tai xudng tir internet hoac trong qua trinh stra
dbi tép. Cong nghé quét tdi wu, chi quet céc file
moi va cac file da thay ddi so véi 1an quét trude
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SEr| MO TA
L YEU CAU TiNH NANG CHO SERVER
1| Tinh ning quan ly tip trung Phin mém quén trj duge cai dat trén may chu quan

tri tai doanh n ‘nghigp (on premise);

H5b trg cai dat phan mém quaén trj (Security Center)
trén cac nén tang hé diéu hanh:

- Windows: Windows Server 2016, 2019, 2023...
- Hé diéu hanh Linux;

Phan quyén quan trj endpomt theo don vi;
Endpomt tai don vi s& giao t1ep vOi may chu dit tai
don vi dé nhan chinh séch, cép nhat ban v4, ..

Tuy chinh tép trung “Policy” theo chinh sach cua
doanh nghi¢p. Policy s& 4p dung theo timng Group
may tinh chi dinh va c6 tac dung ngay lap tic dén
trng may tram nim trong Group . Ngudi dung
khong c¢6 quyén thay dbi cac thiét lap (ngoai trir
truong hop duge cap quyén)

HS trg tao “Out-of-office policy” dé ap dung 2
chinh séach khac nhau danh cho mot may tinh (khi
nhén vién & vin phong va khi nhan vién & ngoai
vin phong)

HG trg quan ly, cai dat tir xa phin mém ciia hang
khéac trén cong cu quan tri;

Phéan mcm quan trj tdp trung ¢6 kha néng phét hi¢n
céc 16 hong bao mét ctia hé didu hanh va cac phan
mém cai dit trong hé théng

Quan 1y, cai dat, cap nhét cac 16 hong bao mat va
cac ban va 16i tap trung hé diéu hanh va cac phin
mém cua thlet bi dau cu01

Quan ly phan mém, phin cung: tw dong discovery,
1nventory, notification va tracking tit ca cac phan
mém va phin cimg

HO tro quan 1y truy cp céc thiét bj ddu cudi, cai
dat tir xa phén mém cua hang khac trén thiét bi dau
cudi théng qua cong Cu quén trj

HG tro xac thuc 2 yéu t6 (Two-factor
Authentication) dé ting cuorn_g bdo mét

Quan ly thong tin trén mdy chi/mdy tram/thiét bi
théng minh bao gém cac thong tin sau:

- Dia chi IP, MAC, Tén may, He¢ diéu hanh, Thoi
gian cdp nhét gan nhit ciia Hé diéu hanh trén may
chi/may tram;

- Trang thai két néi dén may chu quan tri;

- Thong tin ban va trén may chi/mady tram;

- Trang théi cp nhét théng tin tir may cha quan
tri;




SO Y TE PONG NAI CONG HOA XA HQI CHU NGHIA VIET NAM
BENH VIEN PA KHOA PONG NAI Poc 1ap — Ty do — Hanh phiic

Sé: 49¢ /TM-BVDKDN Dong Nai, ngay<6 thing 4 nam 2025

THU MOI
V/v chao bang gi4a phin mém diét virus cho
Bénh vién Pa khoa Pong Nai.

Kinh giri: Quy nha thau quan tAm.

_ Bénh vién Pa khoa D??ng Nai ¢6 ké hoach tim kiém don vi c6 nang lyc phit hop
nham thyuc hién goi phan mém diét virus cho Bénh vién. D€ ¢6 co s¢ 18p danh myc va
xdy dung ke hoach lua chon nha thau, Bénh vién kinh moi céc nha thau quan tdm chao
gia cac dich vu theo danh muc nhu sau:

(chi tiét theo phu luc kem theo)

Yéu cau chung dbi véi cac nha thau:

- bam ‘béo tuén thu ce’t‘c quy dinh cta Phap luat hién hanh.

- Co6 ho so néng luc day dua theo quy dinh.

Thoi han nop bao gia: Tir ngay ra Thu moi dén 16 gio 30 phut ngay 12 thang 05
nam 2025

Dia chi nhan bao gia: Phong Cong nghé thong tin (P. 324, lau 3), bénh vién Pa
khoa Pong Nai.

_ Dia chi: $6 02 dudng Dong Khéi, phudng Binh Pa, thanh phd Bién Hoa, tinh

Dong Nai

Nguoi lién hé: Lé Thi Xoang SPT: 0986712730.

R4t mong dugc su quan tdm cla cac nha thau.

Tran trong.

Noi nhin: ng”
- Nhu trén;
- Luu: VT, CNTT.
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